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Segment Anything Model 3 (SAM 3) performs promptable concept 
segmentation, allowing users to identify and segment objects using text 
prompts rather than a fixed set of classes. Although this flexibility is valuable for 
safety-critical computer-vision applications, its predictions may remain 
vulnerable to small input perturbations that are difficult for humans to perceive. 
This study evaluated SAM 3 on a balanced subset of the Mapillary Traffic 
Sign Dataset containing 3,000 annotated traffic-sign targets across 15 
common classes. Using the generic prompt “traffic sign,” clean predictions were 
matched to ground-truth annotations using bounding-box intersection over union 
(IoU). SAM 3 failed to localize 24.9% of clean targets, with substantial 
variation among sign classes. We then selected 300 targets detected correctly 
under clean conditions and compared standard Projected Gradient Descent 
(PGD), additive PGD, and spatially smooth additive PGD at perturbation (ε) 
budgets of 2/255, 4/255, and 8/255. Attack effectiveness was measured using 
conditional attack success rate (ASR), target IoU, zero-detection rate, and peak 
signal-to-noise ratio (PSNR). At ε = 8/255, standard, additive, and 
smooth-additive PGD caused failure rates (ASR) of 96.0%, 97.3%, and 
76.7%, respectively. These results demonstrate substantial vulnerability 
under increasingly physically constrained perturbations and establish a 
digital baseline for future evaluation using a calibrated projector-camera system.

SAM 3 uses short noun phrases and/or image exemplars to locate and segment 
every matching object instance at the pixel level. Its Perception Encoder converts 
the inputs into visual and semantic features. The multimodal detector combines these 
features to predict object locations, confidence scores, and separate instance 
masks. Compared with SAM 2, SAM 3 introduces open-vocabulary concept 
prompting and uses a presence head to decouple concept recognition from object 
localization, improving discrimination between related prompts. However, SAM 3’s 
robustness to adversarial image perturbations has not yet been studied motivating 
this evaluation (Fig. 1).
● Adversarial optimization: Gradients identify small input changes that reduce 

target overlap and confidence while the model and prompt remain fixed.
● Standard PGD: Allows positive and negative pixel changes.
● Additive PGD: Restricts the perturbation to nonnegative pixel changes.
● Smooth-additive PGD: Applies Gaussian spatial smoothing to the nonnegative 

perturbation. (See comparison, Fig. 4)
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Conclusion and Future Steps 

Text prompt and model 
parameters were frozen; 
only image perturbation 

was optimized.

● SAM 3 failed to localize 747 of 3,000 clean targets, an 
overall clean failure rate of 24.9%.

● Most clean failures were localization or target-matching 
errors, as only 2.5% of samples returned zero detections.

● Clean reliability varied substantially by class: parking 
signs had a 53.5% failure rate, compared with 11.5% for 
no-stopping signs.

● SAM 3 exhibited substantial class-dependent clean localization 
failure on traffic signs.

● All three PGD methods caused high failure rates on targets 
detected correctly under clean conditions.

● At larger budgets, additive PGD approached or exceeded 
standard signed PGD; effective attacks did not require 
negative pixel perturbations.

● Smooth-additive PGD remained effective despite its spatial 
constraint, reaching 76.7% conditional ASR.

● These findings establish a projector-inspired digital baseline.
● Future work will calibrate a projector-camera system, model 

optical and environmental effects, project optimized patterns 
onto physical traffic signs, and compare clean, digital, and 
physical outcomes (Fig. 6).

Methods

Figure 2. Experimental evaluation pipeline

96.0% Standard PGD at ε = 8/255
97.3% Additive PGD at ε = 8/255

76.7% Smooth-additive PGD at ε = 8/255

Figure 5. Conditional attack success versus perturbation budget
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Figure 4. Qualitative effects of adversarial perturbations on SAM 3. In the clean 
image (left), the green and blue boxes are superimposed, meaning correctly predicted. 
In the corrupted image (right), the absence of the blue box indicates a detection failure.

Across all targets:
● At ε = 2/255, conditional ASR was 91.3% for standard 

PGD, 83.3% for additive PGD, and 60.3% for 
smooth-additive PGD.

● At ε = 8/255, conditional ASR reached 96.0%, 97.3%, 
and 76.7%, respectively (Fig. 5).

● Most successful attacks eliminated the matching 
detection entirely. At ε = 8/255, zero-detection rates 
were 94.3%, 95.7%, and 68.7%, respectively.

● At ε = 2/255, mean PSNR remained between 43.35 and 
46.41 dB, consistent with low-amplitude image 
distortion.

● Increasing smooth-additive optimization from 10 to 50 
steps improved ASR by 32–44 percentage points while 
changing mean PSNR by less than approximately 0.3 dB.

● The smooth constraint was therefore more difficult to 
optimize, rather than inherently ineffective.
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Figure 3. PGD attack optimization process
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Figure 6. Proposed physical projected-light evaluation
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● Selected the 15 most frequent promptable traffic-sign classes in the fully 
annotated Mapillary Traffic Sign Dataset (MTSD)

● Sampled 200 annotated targets per class, producing a balanced clean 
benchmark of 3,000 targets.

● Ran frozen SAM 3 using the fixed text prompt “traffic sign.”
● Converted predicted masks to bounding boxes; clean localization succeeded 

when the best matched box achieved IoU ≥ 0.50.
● Selected 20 clean-correct targets per class, resulting in 300 attack targets.
● Optimized the image perturbation; SAM 3 parameters remained fixed (Fig. 3).
● Used 10 PGD steps for standard and additive attacks and 50 steps for 

smooth-additive attacks following a convergence ablation.
● Defined attack success as reducing the target’s adversarial IoU below 0.50.
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