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Abstract Methods Conclusion and Future Steps
Segment Anything Model 3 (SAM 3) performs promptable concept E MTSD Selected the 15 most frequent promptable traffic-sign classes in the fully e SAM 3 exhibited substantial class-dependent clean localization
segmentation, allowing users to identify and segment objects using text iaibie for . gﬂnOtated Mapillary Traffic Sign Dataset (MTSD) failure on traffic signs.
prompts rather than a fixed set of classes. Although this flexibility is valuable for attack set ampled 200 annotated targets per class, producing a balanced clean e All three PGD methods caused high failure rates on targets
safety-critical computer-vision applications, 1its predictions may remain select 15 COTIOT l benchmark of 3,000 tgrgets. w L, detected correctly under C,lefan conditions.
: . . . promptable classes e Ran frozen SAM 3 using the fixed text prompt “traffic sign. e At larger budgets, additive PGD approached or exceeded
Vul.nerable to small input perturbations that are difficult for human.s to perceive. 1 sample 20 targets e Converted predicted masks to bounding boxes: clean localization succeeded standard signed PGD: effective attacks did not require
This study evaluated SAM 3 on a balanced subset of the Mapillary Traffic sample 200 fargets per class = 300 when the best matched box achieved IoU > 0.50. negative pixel perturbations.
Sign Dataset containing 3,000 annotated traffic-sign targets across 15 per class attack targets e Selected 20 clean-correct targets per class, resulting in 300 attack targets. e Smooth-additive PGD remained effective despite its spatial
common classes. Using the generic prompt “traffic sign,” clean predictions were [ | Yes | e Optimized the image perturbation; SAM 3 parameters remained fixed (Fig. 3). constraint, reaching 76.7% conditional ASR.
matched to ground-truth annotations using bounding-box intersection over union 3,000-target clean run 3 PGD e Used 10 PGD steps for standard and additive attacks and 50 steps for e These findings establish a projector-inspired digital baseline.
(IoU). SAM 3 failed to localize 24.9% of clean targets, with substantial benchmark constraints (diff ¢) smooth-additive attacks following a convergence ablation. e Future work will calibrate a projector-camera system, model
variation among sign classes. We then selected 300 targets detected correctly | l e Defined attack success as reducing the target’s adversarial IoU below 0.50. optical and environmental effects, project optimized patterns
under clean conditions and compared standard Projected Gradient Descent run SAM 3 with measure ASR, loU, onto physical traffic signs, and compare clean, digital, and

zero detections, and
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{mpu 1m‘a‘1gex }Xe,’] -{ initialize ] -t:réa e pertur e} -L run SAM 3 ] physical outcomes (Fig. 6).
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smooth-additive PGD caused failure rates (ASR) of 96.0%, 97.3%, and (W] a8 — t _confidence loss | compare clean, SAM 3 evaluates
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76.7%, respectively. These results demonstrate substantial vulnerability / record clean / ' reached or { final adversarial ] e e rompt captures scene
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under increasingly physically constrained perturbations and establish a failure attack succeeds? image \ /
digital baseline for future evaluation using a calibrated pI’Oj ector-camera system. Figure 2. Experimental evaluation pipeline Figure 3. PGD attack optimization process Figure 6. Proposed physical projected-light evaluation
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